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Submission of Mental Health Records to NICS and the HIPAA Privacy Rule

Summary

Que s taiboohubsec ope and efficacy of the background c¢he

purchasves gained pr ominesndo ofTohlelssewibnage krgercoeunntd neahses
are intended tontidehtpdiychwhsdthserapeotprohibited f
possessing fireaf¥Ypmsohd ubei ttisomgonfeaacot roarmpmricor fel ony
a prior involuntary commitment for mental health
checks psemanfbymation contained within the Nat.i
Check System (NICS) and a particul arfddbaemuasl of th
privacy standards promulgated under Abt Health I
(i.e., RrhievaHJ#wwARuls¢ ate privacy Il aws are an obsta
health records to NICS.

Under the Gun Control Aptr eafdg uda & a(t @W@A),0 abse ammenn
defeotiwho have beemtcad mmantséteiptrudthbiiobni med fr om pos
shipping, transporting, anNktirtddudeaigwmionsgi sf iorfe aar rmse na
illness nor treatment for a me ffatdajlu diilalanteesds aiss s u
me nt ali vidRaftehcetr , an‘adjnudive dtuiadn a”sr ea imen tuaplo nd eaf e ¢ |
determination or decision by a court, board, con
ofcommitted to @mmynappl ynehl yuAtoolhapsatt ieme Heddr

court has held ¢tsharte ctehnet Sruepcroegmei tCioounr tof an 1indi v
firearm suggests that some emergency hospitaliza
have as many procedummilt manfte,gusalrads] h sndtortma 1i wol
meanifigvef unt ar yf ocro mpmu rt pmee snetrs 200Y,fCongress pass€dAhe

NICS Improvement Amendments Act (NIAA), which authorizes the Attorney General to make

additional grants to states to impeoelectronic access to records as well as to incentivize states

to turn over records of persons who would be prohibited from possessing or receiving firearms.

In 2012, the Government Accountability Office (C
cordination, and 1egal (i .’ebilptyvaoyyephnantl magt
recordsThe NIEPEAA Privacy Rule, which applies to
the use or disclosure ofhpsobeenepgdeheal vhdiagfoan
obstacle to sharing information with NICS, espec
disclosure of such records to NICS. Moreover, co
prohibiting onrednst anha yh eaallstoh bree csubject to state he
more restrictive than the HIPAA Privacy Rule.

In February 2013, the Department of Health and F
to amend the HIPAA Pri viaaly iRmp ed itme mtesmotvee satnayt ep o
some ment al health records to NICS, and on Janua
would modify the HIPAA PrivddDWdBRabeisThedDeppr o
rul e that wouslfadd jculdairciaftye dt haes’ ataddrimenmt 4 t ede f ®c a1 me n
insti’tution
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Submission of Mental Health Records to NICS and the HIPAA Privacy Rule

ues taiboohuhtec ope and efficacy of the background c
firear m hpaugracihnaesde spr omi nences hobi{bhegsseg recent
background checks are intended to identify wh
from purchasing or posse$psriorhg bfiit ¥isemngr hifisaacsd waer st, o

prior fetliomny oronaviprior involuntary commitment f
disqualifying information surfaces during the ba
Operationally, such background checks primarily
Instant Criminal Background Check System (NICS),
Investigation (FBI), and a particul amMfefaddths of t
Insurance Portabil ({HY PAAY RBccouwvntyaRulet prAst ate
obstacle to the population of DhCSawunbahypZ7oh2bBid
the Depart melnGlgosfueldusatipaooposed rule that would ¢
rel atheod et ovhto wo talddj uqdui aclaitfeyd aass’aad mwhoahadefbetetnv
“committed to d&fmenpatpomesiofitib®@AtGutnh eCosnatmmeol A

t i me, the Department oqfHHBgaslhtthl an ¢ rtldpwosuel ddS ¢ m iec ¢
clarify when entities that are regulatéd under F

This report provides
and distinguishes th
disqualify an indivi
NICS and discusses p
impedeeffat tms tt o rsothh

an overview of prohibiting
os ecalr elceoa ldtsh firmfmo rommahteiro nt ytpheas
dual from purchasing a firea
otential 1issues arising fron
biting men%al health records

Prohibiting Mental Health Fac
GumControl Act of 1968

Under the Gun Con tor oals Aaconhee motdfae idle 9 Gopfre i r(esc ndos)f
prohibited from possessing, shipping,® transporti
These nine categories of persons who are prohibi

1. pecrsons convicted of a c¢crime punishable by a
one year;
2. fugitowmesguftice;

3.mdividuals who are unlawful users or addicts

1 SeeCRS Report R43004£ublic Mass Shootings in the United States: Selected Implications for Federal Public

Health and Safetfolicy, coordinated by Jerome P. Bjelopera

Dep’t o BPHQGEHGE CHILLQLWLRQ RI 3$GMXGLFDWHG DV D OHQWDO 'HIHFWLYH ™ D
, QV W L WXREd. R&g774 (January 7, 2014) [hereinafter DOJ Proposed Rule].

SDep’t of rHan Sdrvicésledlth [Hsurance Portability and Accountability Act (HIPAA) Privacy Rule and

the National Instant Background Check System (NIZBFed. Reg784 (January 7, 2014) [hereinafter HHS Proposed

Rule].

4This report is limited to a discussionafrrently applicable law, and does not discuss proposals to revise the types of

mental health records that would disqualify an individual from purchasing or possessing a firearm.

5P.L. 90618 (1968) codified at 18 U.S.C. §§9%tseq.

618 U.S.C. 8922(g Individuals who are under indictment for a felony are also prohibited from receiving or
transporting firearms or ammunition. 18 U.S.C. §922(n).
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4, per sddhjsudti e abedment ally defective, or who hav
mental institution;

5. aliens i1illegally or unl awf uel lwh oi nh atvhee bleneint e d
admitted pursuant to a nonimmigrant Vvisa,;

mdividuals who have been discharged dishonor
persons who have renounced United States citi
indi vidual s tsiunbejnetc tc otuor ta opredrer ; and

© N

persons ewlbbh@eemaxonvicted of a misdemeanor dome

Of these categories, only the four®mhheis primaril
sections below provide a more detatiwodsdbscussio
compomedntusdii cation as a mental defective and ¢ omi

Adjudication as a Mental Defective

As noted above, t h e “aG@q A1 dpircoahtiebdi tass’fianodm evnitdaula Idse f e
possessing, receiving, et rTahnes fteerrrm,n gn,o to rd etfriannesdp oir
been intftadparaledr dgul ation as

(a) A determination by a court, board, commission, or other lawful authority that a person,
as a result of marked subnormal intelligence, or mental iliness, incompetenditjon,
or disease:

(1) Is a danger to himself or to others; or
(2) Lacks the capacity to manage his own affairs.

(b) The term shall include(1) a finding of insanity by a court in a criminal case, and (2)
those persons found incompetent to staml tr found not guilty by lack of mental
responsibility [under the Uniform Code of Military Justiée].

It is important t o Mnoetnet atlWiaim] tWddesspd ¢ €1 mTetfeos e ncreasi
diagnosis of a mental lLlihlssesnoappgpaaendg memy iftoge
perstandjausdi e amedt ab™Tkbdect whiele a health care pr
a third party (i.e., a court, board, commission,
indi Vi diehnbtaallt h for purposes of adjudication, the
alone is not considered a det cadnjimditdaodmed oas parip
defelnoirvei,s treatment mnecessary dfuteth dtjhued idceatteiromi n

718 U.S.C. §922(q).

8n the 118 Congress, Senator Lindsey Graham introdugedi8Q the NICS Reporting Improvement Act of 2013,

thatwould revise 18U.S@ 22 ( g) (4) to replace references to “mental def ¢
“mental institution” "wilhk bpdychwibatldi alsespixtpaessly define
for purposes of being “adjudicated ment alAfufdistussornofaipet ent or
the effects of these amendments is beyond the scope céfibig.

927 C.F.R. 8478.11t is likely that any record that fits the definition under (b) would be related to criminal record
histories that are more easily accessible by the states. However, it has been reported that a majority of states have low
subnission rates for the types of records that fall under subsectidAd® Report.

10 See, e.gl.S. v. Vertz, 102 F. Supp.2d 787, 788 (W.D. Mich. 20@),I 1G RQ R W,Ki6iEkd] ApRxXX 69 @GV

Cir. 2002) (“Despite the extensive evidence of medical 1il]1l
firearms statute, it is not sufficient that the defendant has been diagnosed as mentally ill by his treating physicians. The

statute spefically requires that the individual have been adjudicated as a mental defective or committed to a mental
institution. ”).
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as a ment’akldefeatpione a det &ar nrionuartti,o nb ooarr dd,e cciosm noin
ot her lawful authority.

Physicians and other health care providers gener
decimakemist,h the exception of certain instances u
provider may be authorized by statute to admit a
health care provider, under thesen“oihenmbawfiuaoaks,
aut h’dowhiot yypakes a determination which falls withi
firearms possessiofmdhwmdarmaitedi ais’d da dmnemittatld & etfoe c t
a mental”’Senes tditiue i Emenr gency Admissi.oom or Hospit
Wh her theadjeddnedti odd oafiachmedealiddfecduoabs wh

C e
72}

e
sigmeadrfiieduto manage monetary benefits recei Vvce
interpretation, as 1llustrated by the different
and the Social Seculn tya Adiméc mli st g ht H oeand  BiSMAD t who
t y t
c

o = =

det er‘misnad r..ecsounldti.tpifown 1 ack|[] the capaitit 0 man
Accor dViAn pglot,i cy regadai wihdbrexeksmVaret ary benefits an.
“l'acks the mental campacwn yf itma mainalgea thfisi roxr rthe gar
funds without limitation, and 1s ei1ther rated 1n
disabitotyt bygfacompdtesimst afjneddy @wilda rc i 8 tolmeg emone y

disbur s)adbdbyr ¥ANF@%d t o

In contrast, SSA does mnot appear to have a compa
individuals who havd obamamagssithrdd &S SfAi dnomiednyy
letter to the Vi cCeo ubrrceisli doenn tD,i stahbei I Nattyi o lNaCID) ur g e

avoid any proposal to link the Social Security Ad
payees with the FBI s National Instant Criminal
Whatever merits such a proposal might séempresent, such benefits are outweighed by

the inaccurate and discriminatory inference that would result: equating the need for
assistance in managing one’s finances with a pre:
life.... NCD recommends you ensuretttiee selection of a representative payee continues

to have no implication on other areas of rights beyond financial decis@mg?

Commi t ment to a Mental Institution

The fceormmitted to dimedefilnedsthtotgbnregulation

A formal commitment of a person to a mental institution by a court, board, commission, or
other lawful authority. The term includes a commitment to a mental institution

11 DEPARTMENT OFVETERANSAFFARS, “Pri vacy Act of 1 %Ed4Reg. $4119,114182 (Mafch Re c or ds , ”
15, 2011). Pursuant to NA, the VA provides notice to veterans who may fall under the firearms disqualification, and

the agency has established an administrative procedure that provides veterans with the ability to request relief from

their firearms disabilitySeeMR21-1MR VA Manual, Part Ill, Subpart v, Chapter 9 Sectioraiailable at
http://www.benefits.va.goWARMS/M21_1MR1.aspDEPARTMENT OFVETERANSAFFAIRS, Fast Letter to Regional

Offices Re: Processing Reaue for Relief from the Reporting Requirements of the National Instant Criminal

Background Check System (NIC@)ailable athttps://docs.google.comdcumentd/
11ETxpg4dJiiJYcSD8KYXtVTIOhKSqg5hAilXjiNQ430¥ditpli=1.

12| etter from Jonathan M. Young, Chairman, National Council on Disability, to Joseph Robinette Biden, Jr., Vice
President, United States of America, January 11, 28&f&//www.ncd.govyublications20130an142013Legislation

to prevent these types of VA records from being transferred to NICS has been introdheetili#f Congress. See,
e.g.,H.R. 577andS. 572 Veterans Second Amendment Protection Act {1@8ng., ® ses9. In other words, these
bills would allow veteans who have been appointed a fiduciary to keep their firearms.

Congressional Research Service 3



Submission of Mental Health Records to NICS and the HIPAA Privacy Rule

involuntarily. The term includes commitment for mental defectiveness or mental iliness.
also includes commitments for other reasons, such as for drug use. The term does not
include a person in a mental institution for observation or a voluntary admission to a mental
institution 3

The use Oifnstth’'s wtgeggromt s tihoant'c otfihnei tdteefdi ntiot a

ment al

inst ’may ioamply only to inpatient settings.

outpatient commitment was raised followi
either casexpltihei diE¥yolountti aorha®ead ms ©s wom ] d

individuals voluntarily seekin¥Ast rdeiastcmesnste df obre 1 me
DOJ has proposed a rule that would amdneéntthis

commit ment s are covered.

Example:Virginia Tech Shooting of April 16, 2007

On April 16, 2007, a student at Virginia Te@gung Hui Cho, shandkilled 32 students and facultgnd wounded
17 morebefore killinghimself More than a year prior to the shootings, a series of events led to a commitmen
hearing for involuntary admission on December 14, 2005. At the hearing the special justice ruled that Cho

"SUHVHQWY DQ LPPLQHQW GDQJHU W R aKd d?déieddutpetier treftneXEoiwviRg
the shooting, a review determined that Cho had been ineligible to purchase a gun under federal law becaug
"KDG EHHQ MXGJHG WR EH D GDQJHU WR KLPVHOI DQG R Udgekhindds
that " 9LUJLQLD ODZ GLG QRW FOHDU O\ 3UHA had bedn Wdednts sbpaVeRIQ V V
treatment but not committed to an institutioA EH UHSRUWHG WR WKH >1,&86@ GDWD}
Governor of Virginia issued Exedut Order 50, requiring that any involuntary treatment order, whether inpatié
or outpatient, be reported to NICS. In 2008, the state legislature codified this requiretaent.

Sources: Virginia Tech Review Pan#ass Shootings at Virginia Tech: Aprdd®,Rugust 2007,
http://www.governor.virginia.gaempcontenttechPanelRepoftlocsfullReport.pdaind Virginia Executive Order
No. 50 (April 30, 2007)http://www.lva.virginia.ggwiblicEO/e050%282007%29.pdf

Emer gency Admission or Hospitalization

As mnoted above, state |l aw may aut hiowmvialeumt echreyal t h

psychiatric treatment

, particularly in emergency

instances, 1t 1s possible that “a hhkeaalltalwfaar e
aut h’dvarnidt yt,he patient rkiceati viangtiaatohamt awgulpd yal
defini“tammi totfed to &fmenpat possFsoiro fietxtabmep [@CA.i n

8QLWHG 6WDWHWY DWHUVCourt of Appeals for
hospital iazlalteigoend omfe natma 1 1 y 1 11

1327 C.F.R. 8478.11.

14The Judge David L. Bazelon Center for Mental Health Law, an advocacy organization that opposes involuntary
outpatient commitment, has compiled a summary of state statieing involuntanoutpatientcommitments; the
summary includes a comparison with inpatient commitment statutebtt§gevww.bazelon.ordfinkClick.aspx?

indi ¥mdtwattheour suan

fileticket=CBmFgyA4iw%3D&tabid=324. For more about involuntary commitment, see National Conference of State

LegislaturesScreening and Entry into Mental Health Treatment: Balancing Help for the Individual and the
Community http://www.ncsl.orgbsuesresearchiealthécreeningandentry-into-mentathealthtreatment.asprr
National Conference of State Legislatundgntal Health: What are the issues surrounding involuntary treatment?
http://www.ncsl.orgksuesresearchiealthimentathealthfag.aspx#issues

15VA. CoDEANN. §37.2819,

16 N.Y. MENTAL HYG. LAW 8§9.27.
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definitiowobdntar yf ocro mpmu rt pmoesnets o f t he GCA, even
hospitalization was ordered by the diretor of a

However, at least one feder dl rceocuerntt hraesc ohgenlidt itohna
individual right 'LVWULEWsRIs&R X RELdDeY trghl QiCitht s o me
emergency hospitalization or Icwdnend twnetnlti mp rtolcee dmer
ofinvoluntar yf ocro mpmu rt pmoesnet s 8 QLIWHG 6 WOWAVtYheS HKODQGHU

Court of Appeals for the First Circuit (First Ci
authority for theebrtiofi, obuindnvolduataryn dcent al
of a medisa¢xpmopwatdeon and certification that th
a likelihood®lonf-p@OiHdJas , hahen. First Circuit had h
hospitalization un dienrvoMauinntea rlja w dogmnaitfdhnfei nGG€ Aa s
However, because the prH[cScBduMdt sdiuwdn dieort shtaavtee aldadw |
procedural safeguards, the courtatheolnd private duamsst
qual “ifnyv oalsunt ar yu ncdoemmi tt hmeet KEOEAHIN @ds r i sk depriving
individuals of their right to bear arms without
court overtdearcdi ons ehmdedmerdgendhywthosupi talizatio

3

involuntary’” commitments.

DOJ Proposal‘/Adjoudimemntded as a”aMednt al De
“Commi tted to a Ment al Institution

On Januvary 7, 2014, DOJ issued a notice of its p
“adjudicated asandmenmti at edefocaPheatadr mnstituti
“adjudicated as’ia mantehttldygfeompwsed of two subs.
amendment pri ma makes changesoviodedhet secomnlde
erm includes ( finding of insanity by a cou
ncompetency to nd trial or a finding of
he Uni form Cod Meblpoad e WwWoutl i dcamend t hi

ie t h

b cr

C & o

t

i

t

the term appl all courts, mnot only

be not guilty eason of insanity 1in a
stdantrial in a c¢criminal case. Furthermore, the p
c fy tahdajtu dihcea tteed ma s”d e eQsRe\bhct laul d ed eafneyc tpievres on a d j
b ho has subsequently antetwvetledetatbtfl dwoml i
§ c)) or under a state program au®RWrized by
i de is

any person who adjudicated by a feder

17U.S.v. Waters, 23 F.3d 29 (2d Cit994) See alsdJ.S.v. Vertz, 102 F. Supp. 2at 787 ( prior hospitalization,

which was supported by a second psychiatregrtification, qualified as a commitment to antad institutior? )But
seeU.S.v. Giardna, 861 F.2d 1334 {5Cir. 1988)(temporary, emergency detentions for treatment of mental disorders
or difficulties, which did not lead to formal commitments under state law, did not constitute the commitment
envisioned by the GCA).

18554 U.S. 570 (2008).
9U.S. v. Rehlander, 666 F.3d 45'Qir. 2012).
20U.S. v. Chamberlain, 159 F.3d 656'ir. 1998)andU.S. v. Holt 464 F.3d 101 fLCir. 2006).

21 The termex parterefers to a legal proceeding brought by one person in the absence of and without representation or
notification of other parties.

22DO0J Proposed Rule, T=d. Reg777.
2327 C.F.R. 8478.11. The first subsection would remain relatively unchanged uageoplosed rule.
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condi®Tihemsse. i (1)dhe reardhas béen set aside or the individual has been released
from treatment; (2) the person has been found by the court or board to no longer suffer from the
condition that was the basis of the adjudication or commitment; or (3) the adjudication or
commitmen is based solely on a medical finding of disability, without opportunity to be heard by
a court or boar@

The s ec,fcnodmmietrtmed t o a’cmemteanlt [iyn sctoivtewtsi dm,r ma | co
including those which meatahvohsthitnyjoaf forpmeasn
or i1illness by a court, board, commi ssion, or oth
commitments for other reasons, including drug us
mental 1netivaealtiwmawrilh or ’sonplryo pfoosre do brsuelrev aw oi uolnd.
the existing definition but amefad iitnvtod ume falreyct
commitment to a mental instit¥lhentfmdm wmpatient
cont i MpFROIXtIGAHs ¢ who are in a mental institution so
well as those who have voluntarily admitted then
al HPFOXGHY ons under goi nige avtotharmtt.arlyn oiutt p atdteind e ,t 1
““emporary admi s’swioounl df onro to bbsee rivnactliuoddd di rmmd d@ m ttoh e
a qualifying commitment as a rtresult of formal <co
ot her lawfP@Thisuthkepdiamp.ti on and the proposed minc
would seem to strongly suggest that emergency ho
excluded. However, the proposed rule does mnot ap
prva de more guidance to the states or the courts
made by physician%,t hwho | amwdtuhle taiuwghvolrd thyg 1 ncl ude
the ter m.

Lastly, in 1its mnotice, cDfimendommentwhdt hanantiitsheu
commitments or adjudications that o%curred when

The National Instant Criminal
CheSkstem (NICS)

Under the Brady Handgun Violence ARtovamtyi G nkata l
was required to establish a computerized system
seeking to acquire firearms ®ThemNaidcdomall y nsitaan
Criminal Background Checkd Sys tle9m® 8( MIn@S )i swaasd mai enti i
Federal Bureau of Investigation (FBI). Through N
background checks on prospective transferees to
including the Natiaoanel CNCh€ ) nfhemdotems€ate 1 d

24DOJ Proposed Rule, 79 Fed. Reg. 777.

25These three conditions are from Section 101(c)(1) of the NICS Improvement Amendments Act of 2007. See also
“Federal Agencies and NIAA”

26 DOJnoted that at least one coadncluded that the plain language of the statute includes both inpatient and
outpatient treatment because the statute requires commiirgenental institution, not commitmein a mental
institution. United States v. B.H., 466 F. Supp. 2d 1139, 1147 (N.D. lowa 2006).

27D0J Proposed Rule, Td. Reg776.
28 D0OJ Proposed Rule, T=d. Reg775. The comment period closes on April 7, 2014.
29p.L. 103159 8103 (1994) [hereinafter Brady Act].
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and the NI &€Sdéendemine if the transfer ks are dis
According to the FBI, records in the NICS Index are voluntarily provided by local, state, tribal,

andfede a1 a g e n cantaingdisqaatifying fiecordsthat may not be available in the

NCIC or the Ill of persons prohibited from receivingdire ms under federal or sta

The Brady Act also authorized thAny[federal orney Gener
department or agency of the United States” infor
would violate federal or state law. The act does not mandate that federal agencies disclose these
records, rather it HheAtdomeydeneralthe head'oispahn request o
department or agency shall f?Withwdspedtttostatesh i nf or mat
which are not required to submit records to NICS
State record systems and #i@ring ... of the records ... required by the Attorney General under

[ t he Br & dowevercitdidl no’mandate that states turn over any specific records, even

upon request.

NICS Improvement Amendments Act of 200

In 2007, Congress passe@ tRICS Improvement Amendments Act (NIAA), which authorizes

the Attorney General to make additional grants to states to improve electronic access to records as

well as to incentivize states to turn over records of persons who would be prohibited from

possesing or receiving firearms under 18 U.S.C. §922(g) orwith an emphasis on providing

DFFXUDWH UHFRUGY UHODWLQJ WR WKRVH ZKR DUH SURKLELWHC
GHIHFWLYH’ cddbcted in any gourt of misdemeanocrime ofdomestic violencé).®*

Moreover, it mandates that the Department of Homeland Security make available to the Attorney

General any records that are related to being a prohibited possessor under federal law.

Federal Agencies and NI AA

For federal agencies, NMclarifies the standard for adjudication and commitments related to
mental health. It provides that no department may provide any such record if (1) the record has
been set aside or the individual has been released from treatment; (2) the personfoasteen

by the court or board to no longer suffer from the condition that was the basis of the adjudication
or commitment; or (3) the adjudication or commitment is based solely on a medical finding of
disability, without opportunity to be heard by a courboard® It also requires agencies that do

30The NCIC is a database of documented criminal justice information that is made available to law enforcement and

authorizd agencies, with the goal of assisting law enforcement in apprehending fugitives, finding missing persons,

locating stolen property, and further protecting law enforcement personnel and thelpblic. T 1 I, or “Triple I,
computerized criminal histgrindex pointer system that the FBI maintains so that records on persons arrested and

convicted of felonies and serious misdemeanors at either the federal or state level can be shared Satberdhyal

Bureau of Investigation, National Instant CrimiiBackground Check System 2011 Operations Repeatlable at
http://www.fbi.govAboutuskijis/nicsteports01l-operationsreportbperatios-report2011

31 SeeFederal Bureau of Investigation, Criminal Justice Information Services, National Instant Criminal Background
Check System Index Brochuyailable athttp://www.fbi.govaboutuskjis/nicsfgeneralinformationhicsindex

32 Brady Act, §103(e).

33 Brady Act, §106. This program is known as the National Criminal History Improvement Program (NCHIP). This
program is administered by the Department ofide®®ureau of Justice Statistics (BJSgehttp://bjs.govindex.cfm?
ty=tp&tid=47.

34P.L. 110180 88102104, 301(2007) [hereinafter NIAA].

35NIAA, §101(b).

36 NIAA, 8§101(c)(1).
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make such determinations to establish a program that permits a person to apply for relief from the
disabilities imposed under §922(g)f4).

In January 2013, President Obamh agemedes tme mor a
coordinate with the Attorney General in order to
criminal histories and information related to pe
mental he®Ond yeasohasdbaseg thaoWhted Hhat since 2
agencies have made over 1.2 mi¥flion additional r

States and NI AA

With respect to states, NIAA allows a state to be eligible for a two year waiver of the matching
requirement in the Nationalrithinal History Improvements Grant program, established under the
Brady Act, if the state provides at least 90% of the records relevant to determining whether a
person is disqualified from possessing a firearm under federal or applicable st&t@ddve

eligible for such a waiver, other requirements include providing updates to NICS regarding any
record that should be modified or removed from the system, and more detailed information
regarding those who are convicted of a misdemeanor crime of domefitcei@r adjudicated

as a mental defective under federal law.

NIAA also provides the Attorney General discretion to award additional grants for purposes of
assisting states with upgrading information identification technologies for firearms disability
determinations as long as they have implemented a relief from disabilities program that meets
certain requirements.This grant program is known as the NICS Act Record Improvement
Program (NARIPY? If a state has received a waiver or an additional grant i\ideX, the act
imposes penalties for narompliance’® The act mandates reductions in Department of Justice
Byrne Justice Assistance Grant funds and permits the Attorney General to make discretionary
reduction of these funds if a state does not comply eligfibility requirements of NIAAY

State Reporting of Prohibiting Mental

2012, five years after the NIAA was enacted,
el eased a 1 epotiptr otghraets se xianmhrreapdotrfittianege snrednst atlo t h e
dat abThemental he’awletporrtedorntds NICS include only i
actual me di cal information. However, as discu

e

=
]

S7NIAA, §101(c)(2).

38 Presidential Memorandurimproving Ability of Relevant Executive Branch Records to the National Instant Criminal
Background Check Systédanuary 16, 2013gvailable athttp://www.whitehouse.gotHe-pressoffice/201301/16/
presidentiaimemorandurimproving-availahlity -relevantexecutivebranch

39 White House Press Releasact Sheet: Strengthening the Federal Background Check System to Keep Hands Out of
Potentially Dangerous Handganuary 3, 2014gvailable athttp://www.whitehouse.gothe-pressoffice/201401/03/
fact-sheetstrengthenindgederatbackgrounechecksystemkeepgunsoutp.

4ONIAA, 8102.

4INIAA, 88103, D5.

“?This program is also admini s tSeehttpdbjslgovindexbictntyBte8pide49t ment of J u
“NIAA, 8104,

44 For more information on the Byrne Justice Assistance Gragram,seeCRS Report RS2241&dward Byrne
Memorial Justice Assistance Grant (JAG) Progrdoy Nathan James

45U.S. Government Accountability Office, Gun Control: Sharing PromiBiragtices and Assessing Incentives Could
Better Position Justice to Assist States in Providing Records for Background Checkd 2G8®, July 16, 2012,
available athttp://www.gao.gowdsset€00592452.pdf
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submission of sdebar¢emends bhydhadahihh care faci
patient information and thus is supjewhcyo feder

GAO found that the total number of mental health
daabases increasddlapgdfmrom mbtoawlty 1R2i6nd 00 to 1. 2 1
2011. However, this increase largely reflected t
half of all states 1increastehd yt hree prowmbeedr boyf fmeewnetra
over the same time period.

Both DOfofddcials told GAO that a variety of tec
(i.e., privacy) Ctahbailllietnyg etso lrienpiotr tt hnee nsttaalt ehse a1l t h
chl lenges include updating aging computer systen
Several states reported using their NARIP grant
transmission of records. DOJ offlicdihmhdlsl dmgasher e

are particularly salient for mental health records because these records originate from
numerous sources within the statseuch as courts, private hospitals, and state offices of
mental health-and are not typically captured by any single staency. For example,
records that involve involuntary commitments to a mental institution typically originate in
entities located throughout a state and outside the scope of law enforcement, and therefore
a state may lack processes to automatically madsettecords available to the FBI.

The fact that mental health records often origin
typically not connected to law enforcement agenc
to NICS, preseceint sgethtaildgnall the relevant entit.i
GAO cited an April 2012 report by the state of 1
found that for 2010, approximately 114,000 ment a
homes, private hospitals, state mental health fa
5,000 records were reported to NICS because of a
Citing privacy concerns, ioefweid ibayl sGAG rtehproeret eod tt
absence of explicit statutory authority to share
repo?tlng

In a November 2011 report on NICS reporting, May
conclusions stihmitl aarr et ob*iWbhabdSleyi wtf e IGWAiOe wed official s
states and the District of Columbia and found th
NICS is impeded by a complex set of obstacles 1n
pvacy concerns, insufficient funding, and a 1ack
among states with strong reporting programs, the
type of mental health recontdeds sithhlmmi thtaewd tsa gMhi @S .c
improved their reporting in the past few years s
ability to commit funding to their efforts and e
strong associang olne beltsweaeamtl regpooactthant reffjuire or
agencies to report their records. According to M
461d. at11-12.

471d. at 12.

48 Mayors Against lllegal Gun&atal Gaps: How Missing Records in the Federal Background Check System Put Guns
in the Hand of KillersNovember 2011available athttp://www.mayorsagainstillegalguns.atgivnloadspdf/
maig_mimeo_revb.pdMAIG is a coalition of mayors from more than 900 cities and towns across the United States
co-chaired byNew York CityMayor Michael Bloombergnd Boston Mayor Thomas Menirbhe coalition shares

best practices, develops policies, and supports legislation at all levels of government to reduce the distribution of, and
access to, illegal and ritdry-style firearms in U.S. cities and towns.
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increase in records submitted to NICS bet ween Se
pocliies requiring or permitting sharing mental he

I mpact of the HIPAA Privacy R
onNI CReporting

Of ficials in approximately half of the states to
the Privacy Rul ee parotmme ngta tcefd Heya Itthe aDnd Human Se
Health Insurance Portability and Accountability
reporting. In some states, officials cited priva

HI PAAi wacy Rule Overview
The HIPAA Privacy Rule established a set of fede

personal hedThlohsienfémmatairads. i nclude certain indi
the right &f headdshontndwmdmeéahtte right to request coc
limitations on the wuse or disclosure of personal
pla@H2;) health ca@madclé8dgriheghohbseanyre providers w
informhecdononically in conaneveéered Winhnonel obr th
administratPfkescapenscononand organizations are
covered entities

Th Privacy Rule covers protedthad hesaltrkaiterfdooma
received by a covered entity. PHI is defined as
t h past, present, or future physical or ment al
to an indivi dwaln;t ,orort fem tmarset ,papyrment for t he pr «
individual

In th br WaldddeLsY DFSBORB®&BEBELWY D FRYHUHG HQWLW)\ I[URP XVLQ.

e
H[FHSW DV H[SUHVVO\ SHUPLWA¥H® RUeUHTYXLUHWGIE\nWKIH XOb w,
describes a range of circumstances uUmdeard lwhich i

i
such 1nstances covered entities can choose wheth

49 The HIPAA privacy rule, and accompanying general administrative and enforcement requirements, are codified at 45
C.F.R. Part 160 and Part 164, Subparts A and E.

50 Health plans include any individual or gropian that provides or pays for medical care. The term encompasses both
private and government plans. Health maintenance organizations (HMOs) amiskigbols are specifically covered.
Most employee health benefit plans are coveted45 C.F.R. §16003.

51 Health care clearinghouse is a term of art under the privacy rule. It refers to an entity (e.g., claims processor) that
translates health information received from other entities either to or from the standard format that is required for
electronic tansactionsSee45 C.F.R. §160.103.

52 Health care providers include any person (e.g., physician, nurse, pharmacist) or entity (e.g., hospital, clinic) that
furnishes, bills, or is paid for health care in the normal course of business. To be a covireal gatvider must

conduct one or more of the HIPAgpecified transactions, such as verifying insurance coverage or filing a health claim,
by transmitting health information electronically in a standard format (i.e., the provider must include certain
information and use specified codes for diagnosis and treatment) required by HIPAA. Providers that relypartyhird
billing services to conduct such electronic transactions on their behalf are also covered under the privacy rule.
Providers that operate stjen a paper basis and do not submit insurance claims electronically are not subject to the
rule.See45 C.F.R. §160.103.

5345 C.F.R. §160.103.
5445 C.F.R. §164.502(a).
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5645 C.F.R. §164.506.
5745 C.F.R. §164.510.
5845 C.F.R. §164.512.
5945 C.F.R. §64.512(a).
6045 C.F.R. §164.512(f).

614 5
wh i

C. F. R. §164.512(j). On Janwuvary 15, 2013, HHS’ s Office
ch he reminded them of the privacy rulafpatent“duty to warn

information to avert threats to health or safety. I8g®//www.hhs.gowdcr/office/lettertonationhcp.pdf
6245 C.F.R. §164.512(K).
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As described bel ow, it 1s mnecessary to look to t
exists.

Interaction of HIPAA Privacy Rule and State

Alt hough the HIPAA Privach Rebpepgtotiode¢heauSeden
disclosures of PHI, the overall scope of the Pri
requires covered entities to disclose prohibitin
Privacy Rule doecsl onSdlth eprreofhoirbei,t tthhea tPrdiivsacy Rul e

potential obstacle where prohibiting mental heal
that does mnot require disclosure of sueh records
expressly allowed, but did not explicitly requir
to NICS because merely permissive state |l aws are
HI PAA PriAscgi Robesed bel ow, ecHnHtSs htaos tphreo plblsPeAJA aPm
Rule that would permit disclosure to NICS where
I't should also be notceodurtthsa ta nbdo thhe -atthy phe st lacrfe dpmtoivt
subject to state lyedlt mopriipmditwicd wavlelt wdit denat i i
informhéanonhhe HIPAA Pri vlaccvye |Rwleeq uaimrde Soetaht esr asntda tpec
l aws that are more protective of privacy include
t ha would other wisePhievpegy mhudltece doswnadehat hprovide
greater access to thkkiy ODwmahesaddcthi omfof mahe ome p
overview of the differenti mypets tofe sthari pgiohcpy
mental health records with NICS.

JLIXWH mmar i z e sa ss toaft e] alnatvhsn,y & d d2 6 § Smetnhtea Ir ehpeoarlttihn g
records for use in firearmthurerehssatebabkgeoWNhdS
mand&Tkese laws require courts and, in some 1nst
to NICS directly, adr i(n2) utrcm a esptoattes a ge mNd yCSt. h As
Privacy Rule would not Dbar the mandated disclosu
statbhed awaepgorting by mental health facilities ta
J)LIXUYH

Seven states have |l aws that a ut®hlonr itzhee,s eb ustt adtoc sn o
do not mandatecoepoedi atgtd i @?sA\trAdtoo nlpave per mi s s i
PrivacyusBul d iPsIl ofsoer t he purpose of preparing an
recée¢mowdNICS. Absent a state reporting mandate, 1t
provisions inatherBvidaeacygpuRbhl petrmi ssion.

None of the three otherPrniavtaicdyn sRuwelpes @ dmed ¢y pur pos
“HI PAA Privacy” Ridree Osvemrepemwting to federal datab
future backgroundofhBHksfolhbadisesnfosaement purp

631d.

64 AL, CO, CT, DE, GA, ID, I, IN, 1A, KS, KY, ME, MN, NV, NC, ND, NY, OR, TNTX, WA, WI, and VA;see
Figure 1.

65AZ, FL, MO, NE, NJ, PA, and WVseeFigure 1. In some cases, whether state law requires disclosure to NICS may
be ambiguous. For example, New Jersey state law currently prohibits disclosanenotment recorddisclosure

except as needed to comply with the data reporting provisions of the NIAA or the Brady Act, but it is not clear that
either of those laws impose any such requirements. Thestateaently considering Assembly Bill No. 37hich

would amend state law to explicitly require reporting of institutionalized persons to NICS. See
http://www.njleg.state.nj.u2012Bills/ A40008717_I1.HTM
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required by 1aw; (2) pursuant to various specifi
procedures such as court order s, subpoenas, and
ot her ds pleacwi feinef o r c®®TnheRmr ti vean dyi pRiudlveie si. ons aut hori zir
disclosure of PHI for various specialized govern
activities, none of which incl ud®%Fi maelploy,t itnhge i nf
rudeprovisions that permit the use and disclosur
safety focus on two types of situations, neither
first permits the micr | pemnsgen o fr PaHdot oblay peblseo t
serious and imminent threat to the health or saf
alerting law enforcement authorities about an 1in
escapemd frison of lawful custody.

An additional eight states collect mental health
not address “Wg@8Snrewothbmg. a NI CSc orveeproerd ienngt intained
do not appear utnod ehra vteh ep ePrrmiivsasciyonRul e t o wuse PHI
mental health records to the federal databases
absence of a NICS reporting mandate, has one of
records. In part this is because of a state 1aw
health records to the California Department of J
removes HIPAA as an impedi-ecnevretr etdo esntdlt iresp o tWwhiid g
is silent on DOJ reporting to NICS, California h
entered into an agreement with the federal gover
Finally, 13 stnetquinrngwot hsuthdbanwzing the colle
health records for use in firearm purchaser back
Once agaicmo,veHIeRIAA nt ities in these st aetnetsalt hat a
health records appear to lack the authority wunde
NI CS

While a detail edecowxdmiawatiivant iefs sitsatbeyond the s
be emphasized that menyaittheadtboklbeordandansdeot
information) pursuant to state law or policies f
purchases. SPomhfComd£@RBOCLITr st ates, meaning that th
responsible focesgdengrdDMheCB8adhg for implementing
Brady NICY%0Ofptromgrtaimmes a POC state will sun the b
own records, some of which may not be in NICS. I
conductO€d mpyPbe morePOCrshgeéers bbkenument hey han
more access to disqualifying records. In additio
background checks because statutoryspmoehi mesions
exceed the federal prohibitions under the Brady
background -lcehveec k sc,h esctkast edo not capture prohibite:
to purchase long guns.

6645 C.F.R.§164.512(K)

671d.

6845 C.F.R§164.512(j)

69 AR, CA, HI, MA, MD, MI, OH and UT;seeFigure 1.

70 SeeFederal Bureau of Investigation, National Instant Criminal Background Check Syaetiaipation Map,
available athttp://www.fbi.govAboutustjis/nicsgeneralinformationparticipationmap
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HHS Proposal to AmeRkul éll PAA Privacy

On January ’s7,0f210ilde fHHS Ci vil Rights (OCR) whi c
Privacy Rule, issued a proposed rabeekbhbatswodoygld
permit certain HIPAA”tcoo vNIrCGSlttelhd ¢isdeef ¢or dascl or
who are subject to the mentat health disqualific
Relying on its authority wunder HIPAA, which prov
standards as appropriafPHHputopwoet sméoe atdhlam @ ove
tailored provision to the¢ SHUPLWicy ceRuwlieefhattrwaul
entities to disclose the minimum necessary demog
reporting purposdudewkhilidmhiwaldl ddinatgniose ic, or ot
i nforfaetmipohna s i*Thadded) ficafiron uice mdanmti ttyo regard
Privacy Rule and help make it as simple as possi
individWNdICSItowbhé¢d not affect the currently exi
disclosures of PHI under t°he Privacy Rule, as di
The 1rulael loowdHy BAoDovered entities to report 1indivic
the federalpromhntbdlt obmed 1t8h U. S. C. §922(g)(4)) and
under the GCA. In other words, a covered entity
information to NICS for an individual IW8ho 1is pro
Uu. S. C. §ahxha(ttg))i@c3li) an unlawful user of, or a per s
subst+axncept to the extent thatcommiht tdead gt mse men
inst i”HHS oml.s o notes thatmentadalshemalthaprohi birtoia
firear ms, and that information related to these
HHS also seeks comment from states related to th
is currentlprpearaceitwedeporda img to NICS about 1inc

"1 DHS Proposed Rule, 7ed. Reg784. OCR had announced its intention to amend the rule in February 2013. See

Kendra Casey Plank, ChHhRAA Fomvadc EaRwl Sharing of Mental He

Bloomberg BNA, Health Care Daily Rep@february 15, 2013). In April 2013, OCR issued an advance notice of
proposed rulemaking requesting public input on these issué®d/&Reg23872 (April 23, 2013).

72 Any addition or modification to a standard mtisé completed in a manner that minimizes the disruption and cost of
compliance’ 42 U.S.C. §1320eB(b)(1).

73 HHS Proposed Rule, 7ed. Reg792.
74HHS Proposed Rule, 7ed. Reg787.

S1n its notice, HHS explains the various ways that reporting to NICS may occur under the existing HIPAA Privacy
Rule. As already described in this report, disclosure to NICS is permitted to the extent a state has enacted a law
requiring (not merely authaing) such reporting. For states where there is no such law, HHS explains that reporting is
still permitted under the HIPAA Privacy Rule because the rule permits a Hte&éred entity to achieve a hybrid

status whereby it performs both health care andheaith care related functions (e.g., NICS reporting). A hybrid

entity can designate its health care components as separate from other components, document that designation, and
implement policies and procedures to prevent unauthorized access to PHeby theé t -govered eomponents.

Through its norHIPAA-covered reporting unit, an entity with hybrid status can report to NICS prohibitor information
without restriction under the Privacy Rule. HHS Proposed RulEgd9Reg787.

"®HHS Proposed Rule, 7ed. Reg7 92. The term “committed to a mental instit:

ment al institution “for ot her reasons

" For example, some states may prevent an individual from possessing a firearm if partiaslar mental health
diagnosis or an assessment of “dangerousness?”
some states may temporarily prohibit firearm possession by an individual who has voluntarily committeddimself
inpatient treatment. Such diagnoses may not, or treatments are not, included in reporting under the federal mental
health prohibition as defined in 27 C.F.R. §478.11. HHS Proposed Ruted7®Reg791.
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l aw
how
1inc
NI C
per
per

Ot h

firearm prohibitions and whéHHMSrexpetafnnal r
ever, that broadening the scope tooualldso enconmn
rease the likelihood that more treating provi
S. As currently drafted, t he -meewe mpa d ve sti iotni epsr
forming the relevamrt rceopnansfititme hi pnadjaddcabory
forming solel™ treatment functions.

er areas where HHS seeks public comment for p

whether there are states in which a type of e
paragraph ferrNl@ESnsepbeting and is one that
receive NICS datverfdomnHI PAAS ;

whet her, and 1 n whacto veeirrecdu nesnttaintcieess, oHI PoAAh er
such as courts currently report to a records
information that i1is not listed in the proposc

X what types daf aa d-dsieuntichm tagsk cSuorciitayl nSumber, pl ace
birth, state of restidencHHS pmypgpipat mdesdrs ol q
of for purposes of reporting to NICS; and

X the types of additional guidance that OCR and
helpful for unders® anding the proposed rule.

Should the proposed amendments to the HIPAA Priv
gradual increase ithmrtehde wn t thb NiIl CESf brye corvds esd e nt i
noted, however, t hat states may stil]l lack the i
establish a system that allows records to be sha
sharesCsfi th NI

Concl usion

During the past few years, questions have arisen
background check that is required for certain fi
is whether enough 71 ec prrdshydbff cideddriavii d vaam sf rvohmo fairr
possession becdadjeu dihccayt echda vaes"abaceembai af dhdeetdi we
NI CS, the system through which background checks
question has bdedbMhAA whritshaeay thule or state priva
population o NICS with prohibiting mental healt
Alt hough the HIPAA Privacy Rule currently allows
expressly requirsest odiNIcClSo, s usroemeo fs traetceorodf f i ci al s
state health privacy laws and the HIPAA Privacy
response to these concerns, HHS propos““d a rule
expssly per mit [but not require’]to eNIt@GS nt hHel PAA ¢
identities of individuals who are subject to the
firearms 1 aw. Interestingly, HHPSropekesd crounlme ns lso
also permoveHEBAANntities to share records with N

78 HHS Proposed Rule, 7ed. Reg791, 792.

79 HHS Proposed Rule, 7ed. Reg794.

80 The comment period closes March 10, 2014.

81 Seesupra“State Reporting of Prohibiting Mental Health Records to NICS
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prohibited from firearm possession due to mental
coverage of which may menbrnbdbalienlthaprohebfedera

Another question long unaddressTdmanmd tendcto®an t o
mental {inmaealitddes oinndi viduals who are ordered by
authority to receTliovec loaurtipfayt itehnits ,t rDeQaJt naelnsto. has p
clarify that the term includes both mandatory 1in
perceived barriers under the HIPAA Privacy Rule,
de ftiimin s , states have been reluctant to share rel
clarificationsway, tshteastee sa rcecausl du nudletri mat el y turn
NICS, though some may st il lecbhen ohliongdiecraeld cbayp adceiftiyc
such records with NICS.
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Figure 1. State Laws That Require or Authorize the  Reporting of Mental Health
Records to NICS

As of January 1,23

States that lack explicit laws requiring or States that require courts or mental health facilities
authorizing mental health record collection. (DE only) to report directly to NICS.

States that collect mental health records . States that require courts to report to a state

but do not address NICS reporting. agency that must report to NICS.

States that authorize but do not require States that require courts and mental health facilities
reporting to NICS. to report to a state agency that must report to NICS.

Source: Prepared by CRS based on a review and analysis of laws in all 50 states and the District of Columbia

that address the reporting of mental health records for use in firepurchaser background checks.

Note: &56:V FKDUDFWHUL]DWLRQ RI VWDWH ODZV LV LQ EURDG DJUHHPHQW ZL
Prevent Gun Violenc® a nonprofit organization that advocates for gewntrol legislation and provides legal

expertiseand information on U.S. gun law®ut with one key difference. Whereas the Law Center

characterized Virginia as a state that authorizes but does not require reporting to NICS, CRS concluded that
9LUJLQLD:-V ODZ UHTXLUHYV 1,&6 U skislaviilafelattF:HKshhaftDunlatvsld@pdiémidd -V D QD O

healthreporting-policy-summary/
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